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Problem 1 aquiz (8 credits)

a)* Consider HTTP load balancers. Explain the interaction between load balancer and client.

HTTP load balancers redirect clients to a content server

b)* Figure 1.1 shows the arrival curve a and the service curve g at a network node. Clearly mark the delay

0 bound and the backlog bound directly in Figure1.1.

Data

delay
backlog

Time

Figure 1.1: Arrival and service curve at a network node.

c)* Name the protocol used by Internet Protocol Security (IPsec) to establish Security Associations (SA)

0 during the handshake.

IKEv{1, 2}

d)* Explain the concept of path prepending in BGP.

1
* AS includes own ASN multiple times in AS path

+ Longer AS path makes route less attractive

e)* Explain the difference between the transmission (or serialization) delay and the propagation delay of a

0
frame.

» Transmission delay: Time for node to send bits into link.

» Propagation delay: Delay introduced by physical link between nodes.
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f)* Figure 1.2 shows an AS network. The arrows represent Customer—Provider relations, the dashed lines
Peering agreements. Which ASes are Stub- and/or Multi-Homed AS? Fill the given table with the correct AS

numbers.
Tier-1 provider: AS1, AS2
@ @ @ Stub-AS: AS3, AS6
@ @ Multi-Homed AS: AS7

Figure 1.2: AS Topology

g)* You try to build up a QUIC connection to google. com using your favorite browser, the Internet Explorer.
Does this work? Give a brief explanation.

No, since QUIC hast to be supported by the client (browser).
(This is so far only possible with Chrome/ium and Opera.)

h) Table 1.1 shows two IPFIX flows. Assume the IP 5-tuple is used as flow identifier. Briefly explain whether
or not the two flows can be merged using bidirectional flow matching with an unlimited active timeout and an
inactive timeout of 30 seconds.

Start | End | SrcIP | DstIP | Protocol | Src Port | Dst Port | Bytes | Packets
t+0s | t+20s | 10.10.10.10 | 8.8.8.8 | TCP. | 2222 | 443 750 |3
t+5s | t+32s | 8.8.8.8 | 10.10.10.10. | TCP | 2222 | 443 | 4500 |3

Table 1.1: Two IPFIX flows

The flows can not be merged because the source and destination ports are the same while the source
and destination IP addresses are different.
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Problem 2 wireshark (11 credits)

According to the OSI model network protocols are distributed to seven different layers each containing
several protocols. In this problem a packet is analyzed referring to the involved protocols.

Receiver MAC Transmitter MAC Ethertype Ver TC

0x0000 '00 25 90 57 22 4a'58 ef 68 e/ 48 66186 dd'60 04

Flow Label Payld Length Nxt HdrHop Ct Source Address

0x0010 80 of 'o0 24711740720 01 4c a0 20 01 00 00 00 00

Source Address Destination Address

0x0020 00 00 10 01 20 ©02'2a 00 14 50 40 01 00 00 00 00

Destination Address Source Port  Destination Port  Length Checksum - Flags

0x0030 00 00 00 00 20 @a'e2 89 07 bb'oo 24738 8e'oc 47

CID Packet Number Payload

0x0040 f5 ec e4 5b 3a c7 49705 'ab 40 l1e 1e 5d e3 db6 22

Payload FCS

Ox0050 37 e6 12 55 dd ©@c 3d 19 a3 21 V'de ad be ef!

Figure 2.1: Hexdump of a complete Ethernet frame including FCS

a)* Mark the FCS in the hexdump. What is the purpose of the FCS?

Detect bit errors

In the next three subproblems you are asked to identify which protocols were used for each layer. For each
question do the following:

» mark the corresponding bytes in the hexdump
+ write the corresponding bytes in the solutionbox

» name the used protocol.

b)* Identify the L3 protocol.

Ethertype: ox86dd
IPv6

c) Identify the L4 protocol.

Next Header: ox11
UDP

d) Name the L4 destination port in decimal notation. Derive the type of the L4 payload from it.

0x01bb= Port 443
QuiC
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e) Mark and name all fields of the L4 payload in Figure 2.1.

f)* For most flows in the Internet (also the given hexdump) inspecting the payload above L4 does not provide
further insights. Briefly explain why.

N - o

Modern Internet protocols usually encrypt their payload. For example, HTTPS and QUIC use TLS.

g)* Name all parts of the IPv4 5-tuple, which is used to identify flows. 0

Source IP, Destination IP, L4 Protocol, L4 Source Port, L4 Destination Port

Additional space for solutions—clearly mark the (sub)problem your answers are related to and strike
out invalid solutions.
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Problem 3 TcP (14 credits)

The Transmission Control Protocol is used by many different network applications. In this problem properties
of the protocol are analyzed.

a)* Name two ways how TCP can detect lost segments?

» Duplicate ACKs

* Retransmission timeout

b)* The following sequence numbers arrive at an endpoint of a TCP connection. For each segment the
receiver replies with an acknowledgment. Complete the missing ACK numbers. You can assume equal sized
segments, a sufficiently large receiver buffer, and no influences due to flow control.

ACK 6 7 7 7 10 11

c)* Figure 3.1 shows how the delivery rate of a TCP connection changes with increasing data inflight in an
ideal environment. Update Figure 3.2 accordingly.

A A

delay-based Q—os_sit;a_s;:a o -

Delivery rate
RT

Y

A Data inflight B A Data inflight B

Figure 3.1 Figure 3.2

d)* How large is the amount of inflight data at the labels A and B in Figure 3.1?

A: BDP

B: BDP + bottleneck buffer size

e)* Mark and label the operation point of loss-based and delay-based congestion control algorithms in
Figure 3.1.

f)* Briefly explain which amount of inflight data is optimal for TCP.

The optimal operation point is with one BDP of data inflight. This allows maximal delivery rate with
minimal RTT.

g)” Briefly explain what happens during TCP BBR'’s Probe BW and Probe RTT phases.

* Probe BW: BBR periodically increases its sending rate to probe if more bandwidth is available

» Probe RTT: BBR reduces its inflight data to drain all queues and measure a correct RTT sample
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The following questions relate to the topology shown in Figure 3.3. It shows two servers S; and S, and one
host H. The bandwidth and round trip propagation delay are depicted next to each link.

50 Mbit/s
- 20 ms
- 20 Mblt/s 30 Mbit/s
50 ms 30ms ‘
70 Mbit/s
5 40 ms

Figure 3.3: Topology
h)* Compute the bandwidth-delay product of the path between S; and H in kbit.

RTprop = ;_: RTpropjink =|20ms/+50ms +30ms = 100ms = 0,1 s
link € path
BtIBW =] MiNjinkc path BUIBWjink = 20 Mbit /s
BDP = RTprop - BtIBw = 0.1s} 20 Mbit/s = 2 Mbit = 2000/kbi

| NG|

Now two TCP flows F; (from S; to H) and F; (from S, to H) are started at the same time. Each flow transmits
a file of size 125 MB (1 MB = 1 x 10® B). F; finishes the transmission after 100 s, F, after 200s.

i)* Compute the average transmission rate for F; and F; in Mbit/s.

—
QO

5
—
o
D
D
<
(o
=

Fii—o = = 0 10 Mbit/s
£ 125MB. | 1000Mbit |
272008 | 200s | _

Jain’s Fairness Index can be computed using the following formula.

(22ixi)
n-y x2

2

F = with x; being the bandwidth of flow i and n the number of flows

i)* Name two properties of Jain’s index.

scale free, arbitrary number of flows, normalized (between 0 and 1), % if k flows are fair and n — k
receive nothing

k) Compute Jain’s Index for F; and F,.

o (104572 22!
2.(102452) |25

\ & |
©

A=l
—
o
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Problem 4 Traceroute (13.5 credits)

This problem investigates the traceroute tool.

a)”* Figure 4.1 shows a network topology. C executes a traceroute with destination S. The different stages of
one of the packets and its reply traversing the network are shown as tables. Fill in the missing fields directly
in Figure 4.1. The Protocol field should be the highest layer protocol of the packet. You can abbreviate Src
MAC, Dst MAC, Src IP, and Dst IP as device.interface, for example Ry.eth0. Make meaningful choices for the

values of the TTL and Protocol fields.

Src MAC | C.eth0 Src MAC | Ro.ethl Src MAC | Ry.ethl
Dst MAC | Ry.eth0 Dst MAC | Ry.eth0 Dst MAC | S.eth0
Src IP ‘ C.eth0 Src IP ‘ C.eth0 Src IP ‘ C.ethO
Dst IP | S.eth0 Dst IP | S.eth0 Dst IP | S.eth0
TTL |3 TTL | 2 TTL |1
Protocol | TCP|UDP|ICMP Protocol | TCP|UDP|ICMP  Protocol | TCP|UDP|ICMP
‘ eth0 eth0 @ ethl eth0 (" ethl eth0
Client C Router Ry Server 5
Src MAC Ro.e{ Src MAC\ S.eth0
Dst MAC | C.eth0 Dst MAC | Ry.ethl
Src IP ‘ S.eth0 Src IP ‘ S.eth0
Dst IP | C.eth0 Dst IP | C.eth0
TTL | 62 TTL | 64
Protocol | TCPIICMP Protocol | TCP[ICMP

Figure 4.1: Network topology with packets between hops
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Figure 4.2 shows a network topology. C executes a UDP-based traceroute with destination S. Figure 4.3
shows a hexdump of an ICMPv4 packet (starting with the first byte of the ICMPv4 header), which is one of
the packets received by C as a result of the executed traceroute.

. Server S
Client C Router Ry

Router R» Router Ry

Figure 4.2: Network topology

0x0000 03 03 32 68 00 00 00 00 45 80 00 3c b2 f3 00 00

0x0010 01 11 c3 11 83 9f 14 2f d8 3a do 23 84 a8 82 bc

0x0020 00 28 c3 07

Figure 4.3: Hexdump of an ICMPv4 packet received at C

b)* Use the hexdump in Figure 4.3 to explain in detail which node from Figure 4.2 most likely originated the
ICMPv4 packet and why.

* Type 3: Destination Unreachable
» Code 3: Destination Port Unreachable
» UDP-based traceroute sends packets to unlikely ports

Packet originated from S because a UDP traceroute sends to ports that are most likely closed and the
correct ICMPv4 message to respond with in this case is Destination Unreachable, Destination Port
Unreachable. Routers on the path would most likely respond with a Time Exceeded, TTL Expired in

Transit.
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Router Ry -
Server S

Client C Router Ry Router Rs

Router Ry

Figure 4.4: Erroneously detected network topology.

c) Explain a scenario where a traceroute on the network topology in Figure 4.2 erroneously detectes it to
look like in Figure 4.4.

* Ry acts as a load balancer

Packets with TTL=2 are sent to Ry, packets expire at R;
Packets with TLL=3 are sent to Ry, packets expire at R,

Therefore, R, and Rs are never detected and the wrong path between R; and R, is inferred

d)* Briefly explain how Paris-Traceroute works and what advantage it has over traditional traceroute.

 Vary header fields

» More precise detection of load balancing effects: missing nodes, wrong links

For the following subproblems, assume Rs in Figure 4.2 blocks all types of ICMPv4 traffic and does not
generate any type of ICMPV4 traffic itself. Assume traceroute sends exactly one packet for each TTL, and
each hop introduces a one way latency of 10 ms.

e)* C executes an ICMPv4 traceroute with target S. Table 4.1 shows the output of the traceroute. Fill in the
missing Round Trip Time (RTT) values.

f)* C executes a UDP traceroute with target S. Table 4.2 shows the output of the traceroute. Fill in the
missing Round Trip Time (RTT) values.

Hop IP address | RTT Hop IP address | RTT
1 Ro.ip 20ms 1 Ro.ip 20ms
2 Ry.ip 40ms 2 Ry.ip 40 ms
3 Rs.ip 60ms 3 Rs.ip 60ms
4 Rs.ip * 4 Rs.ip *
5 S.ip * 5 S.ip *
Table 4.1: Output of ICMPv4 traceroute Table 4.2: Output of UDP traceroute
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Problem 5 software-Defined Networking (13.5 credits)

This problem investigates a Software-Defined Network (SDN) powered by P4.

Plane | Description

Management plane Configuration interface for administrator, e.g. for setting link costs
Control plane Executes network algorithms, creating table entries for data plane
Forwarding/data plane Forwarding of packets according to rule entries

Table 5.1: Planes of a Software-Defined Network

a)* List the three planes used in SDN in Table 5.1.

b) Briefly explain one of the main tasks of each plane in Table 5.1.

For the following problems consider the network given in Figure 5.1. Switches 1 and 2 are VLAN capable
switches. Servers A and C share a common VLAN (ID 16), Servers B and D also share a common VLAN (ID
32). All servers use regular Ethernet frames without any VLAN information. Ethernet frames with VLANs are
only exchanged between the two switches 1 and 2. PCP and DEI are always set to .

Server A Server C
00:00:00:aa:aa:aa ™ ===l —me=w—== (00:00:00:cc:cc:cc

Switch 1 Switch 2

Server B Server D
00:00:00:bb:bb:bb T === mes=== 00:00:00:dd:dd:dd

Figure 5.1: Network topology

c)* A VLAN capable switch has two different types of ports. Name the two different types and classify all
ports of the network in Figure 5.1 (e.g. 1.a) in those two classes.

Port type | List of ports
Access ports (untagged) 1.a,1.b,2c,2d

Trunk ports (tagged) 1.s,2.s
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Switches 1 and 2 are P4 switches handling the VLAN functionality. In the following the P4 program running
on both switches is investigated. Listing 1 shows a small part of the used P4 program.

eth_t { <48> dstAddr;
<48> srcAddr;
<16> etherType; }
veth_ext_t { <3> pcp;
<1> dei;
<12> vid;
<16> etherType; }

std_meta { <16> ingress_port; }
meta {
1
headers { eth_t eth;
veth_ext_t veth_ext; }
Parserlmpl(packet_in packet, headers hdr, meta meta, standard_metadata_t

std_meta) {

Pipeline ( headers hdr, metadata meta, standard_metadata_t std_meta) {
drop () {
mark_to_drop () ;
}
encap ( <16> egress, <3> pcp, <1> dei, <12> vid) {

std_meta.egress_port = egress;
hdr.veth_ext.setValid () ;

hdr.veth_ext.pcp = pcp;
hdr.veth_ext.dei = dei;
hdr.veth_ext.vid = vid;
}
forward {
actions = {
encap;
drop;
1
key = {
std_meta.ingress_port: exact;
hdr.eth.src: exact;
}
size = 4;
}
{
(hdr.veth_ext.islnvalid ()) {
forward. 0);
}
}
Listing 1: VLAN P4 program
Server A Server C
00:00:00:aa:aa:aa ™ ===l = 00:00:00:cc:cc:cc
Switch 1 Switch 2
Server B Server D

00:00:00:bb:bb:bb == 00:00:00:dd:dd:dd

Figure 5.2: Network topology (Copy from previous page)
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d)* Create a parser for the program given in Listing 1. The parser should be able to correctly parse VLAN
and non-VLAN frames.

Parserlmpl(packet_in packet, headers hdr, meta meta,
standard_metadata_t std_meta) {
parse_eth {
packet. extract (hdr.eth);
(hdr.ethernet.etherType) {
16w0x8100: parse_veth_ext;
: accept;

parse_veth_ext {
packet.extract (hdr.veth_ext);
accept;

start {
parse_eth;

e)* The P4 program cannot work correctly without table data containing correct forwarding rules. Give the
rules for Switch 1, to correctly encapsulate and forward frames of Clients A and B. Packets not originating
from either A or B should be dropped. Use the information given in Figure 5.2. Use * to mark the table cells
which match on any value for which no more specific entry exists in this table.

Match field(s) | Key | Action | Action data
std_meta.ingress_port | 1.a encap egress=1.s
hdr.eth.src 00:00:00:2a:aa:aa pcp=0
dei=0
vid=16
std_meta.ingress_port | 1.b encap egress=1.s
hdr.eth.src 00:00:00:bb:bb:bb pcp=0
dei=0
vid=32
default * drop *
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Additional space for solutions—clearly mark the (sub)problem your answers are related to and strike
out invalid solutions.
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