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Problem 1 aquiz (15.5 credits)
The following questions cover multiple topics and can be solved independently of each other.
a)* Briefly explain why traceroute can result in wrong paths if load balancing is used. Support you argument with an

example topology and an incorrect path.
You can draw a topology or provide a set of nodes and edges, e.g., S->A, A->E.

| b)* How does ZMap ensure that TCP connections are closed and no state is left on scanned targets?

1

1

|

| ¢)* Name two reasons from the lecture why Top Lists should be treated carefully.

1

1

| d)* Explain what determines the number of entries in the first stage table in the DIR-24-8 or the DXR algorithm.

1

1

| e)* A researcher wants to introduce a new kind of network layer protocol. Describe the changes that must be
| introduced in a OpenFlow-based SDN network architecture to support this new network layer protocol.

|

| f)* Note the IPv6 address 2a03:0:20:0:2810::123 in the longest way possible using the hexadecimal representation
| with colons.

1

1

1
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g)* AS1234 announces the prefix 200.0.0.0/18 via BGP. AS666 wants to hijack the complete prefix. What prefix or
prefixes can it announce to successfully hijack the prefix and why?

h)* Explain how Consistent Hashing works in the context of Content Delivery Networks.

i)* Explain anycast-based load balancing.
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Problem 2 Transport Protocols (17 credits)

In this problem you are designing a new file transfer protocol. The protocol is named Super Fast Transfer (SFT)
and is supposed to fast and securely transfer large amounts of data through the network.

a)* SFT should be operable in the Internet which requires IP as underlying Layer 3 protocol. How many unique
IPv4 and IPv6 addresses do exist?

Next, you have to decide which Layer 4 protocol you will use. You know that UDP and TCP are widely used.
Especially, TCP is one of the most used protocols due to the many features it offers. For example, flow control and
congestion control.

b)* Name 3 additional features offered by TCP compared to UDP.

These advantages convinced you to use TCP as Layer 4 protocol.

c)* To optimize the transmission speed of SFT you want to turn off congestion control. Briefly explain, what problems
this can cause.

Knowing this you decide to move away from this idea and are now deciding which congestion control algorithm you
want to use.

d)* TCP Cubic succeeded TCP Reno as default algorithm in the Linux kernel. Name two advantages of TCP
Cubic over TCP Reno.

e)* To minimize the transmissions latency you test the delay-based TCP Vegas algorithm with a file transfer in the
Internet. However, this results in a rather small transmission rate. Briefly explain the reason for this.

Next, you investigate the TCP BBR congestion control algorithm. Other than Vegas, BBR can combine high
transmission rates with low latencies. You know, that BBR estimates BtiIBw and RTprop to compute the connections
BDP.

f)* How does BBR consider these estimated values in its design goals?
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g)* Name two ways how a TCP sender can detect lost segments. |
1
1
1
1

Beside, TCP you also search for other possibilities for transport layer protocols and find out about SCTP and QUIC.

Both try to fix known problems with TCP following a similar approach. While QUIC seems to be quite successful,

you hardly find any information about SCTP.

h)* Give two reasons why QUIC succeeds where SCTP failed. |
1
1
1
|

i)* Briefly explain the relation between a UDP datagram, a QUIC frame, and a QUIC packet. |
1
1
|

Multiple data streams can be multiplexed into one TCP connection, for example in HTTP/2. While this reduces the
load in the endpoints’ operating system which have to maintain less open sockets, it can cause head-of-line (HoL)
blocking. In this scenario two files are multiplexed, each of them is split up into two parts, e.g. file; = ((Jy, [») and
file, = (A4, A2). The data stream is then distributed to the two IP packets Packet A and Packet B.

Packet A Packet B Packet A Packet B Packet A Packet B
BN B om Bl
(a) Scenario 1 HTTP/2 (b) Scenario 2 HTTP/3 (c) Scenario 3 HTTP/3

Figure 2.1: File transfer from Server to Client.

i)* In Figure 2.1 scenarios using HTTP/2 and HTTP/3 are shown. For each scenario, briefly explain if or if not
loosing Packet A can cause HoL blocking.

(a) Scenario 1 HTTP/2

(b) Scenario 2 HTTP/3

(c) Scenario 3 HTTP/3
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Problem 3 Network Calculus (10.5 credits)

This problem investigates Network Calculus and its applications to determine delay bounds in networks. Always
document your approach and simplify terms as much as possible, unless specified otherwise.

fy : Yr=5,b=50 "

fi: Vr=1,b=20

Br=10,T=2 BRrR=10,T=2 Br=10,T=2 Br=10,T=2

Figure 3.1: Network topology and flow description

Let the output envelope of a token-bucket constrained flow ., traversing a rate-latency server g 1 be defined as
(Yrb @ BR1)() = Vrbsr-7(t)

Let the left-over service curve for a token-bucket constrained flow and a rate-latency server be defined as
B = [Bat — Vb = BRor bt

Consider the network shown in Figure 3.1. Assume preemptive Strict Priority Queuing at each server. Flow f; has
a low priority and Flow f, has a high priority. We are interested in calculating the delay bound for Flow f; using the
Separate Flow Analysis.

Note: You are not required to use special symbols (e.g. Sr 1 and ®). But make sure your notation is consistent and
understandable (e.g., beta R,T and convolution).

a)* Perform the first step of the Separate Flow Analysis.

b) Perform the second step of the Separate Flow Analysis.

c) Perform the third step of the Separate Flow Analysis.
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d) Name the main advantage that can be gained by performing the second step of the Separate Flow Analysis. |
1
1
e)* Give an alternative definition or explantion of the [x]* operator that is used during the left-over service curve |
calculation. 1
|
f)* Assume a token-bucket constrained flow ~,_100,b-2 traversing a single rate-latency server Sg_so 7-300- ASsume |
arbitrary multiplexing. Argue whether or not a finite delay bound for the flow can be computed. |
1

—Page7/14 -




—_ -

0 WoOoO~NOOhA~WN =

Problem 4 DNs (17 credits)

This problem investigates the domain name system (DNS).

tcb .example.de. SOA nsi1.tcb.example.de.
tcb.example.de. NS ns1.tcb.example.de.
tcb.example.de. NS ns2.tcb.example.de.
tcb .example.de. NS ns.example.com.
ns1.tcb.example.de. A 192.0.0.1
ns2.tcb.example.de A 192.0.0.2

example .com. SOA ns.example.com.
example .com. NS ns.example.com.
ns.example.com. A 193.0.0.1
gmin.acn.example.com. A 193.0.0.2

Listing 1: Relevant DNS records for this problem. Some records are shortened to the relevant part for readability.

| a)* A DNS message starts with the header. Name all other parts of a DNS message besides the header.
1

1

1

|

| b)* Shortly explain any difference in the message format of DNS queries and responses or how they can be
| differentiated.

|

| c)* Define the term TCB in general and explain what you can learn from a TCB for a domain name.

1

1

1

1

| d)* Shortly explain why you would prefer a larger or a smaller TCB size for a domain you own.

1

1

| e)* The RFC 2182 requires a zones nameserver setup to be redundant and robust. Explain why neither
| tcb.example.de nor example. com fulfill this requirements.

1

1

1
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f)* Draw the TCB for tcb.example.de using the records provided in Listing 1. Consider all other zones to be
in-bailiwick. Alternatively to drawing you can also list all necessary connections in the graph.

g) Remove one record (use line number for reference) in order to reduce the TCBs size.

h)* If a resolver performs QNAME-minimization which queries would it perform to resolve gmin.acn.example.com?
Assume the resolvers cache is empty but you are allowed to omit queries for the nameserver names A/AAAA
record. Name the queried domain name and the target nameservers zone.

E.g. Query google.com A at nameserver from google. com

i)* Explain the difference to a resolution path without QNAME minimization and explain why that is.
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Problem 5 p4 (15 credits)

This problem investigates a Software-Defined Network (SDN) powered by P4. The source code of a P4 switch
program is given in Listing 2.

eth_t { <48> dstAddr;
<48> srcAddr;
<16> etherType; }

ip6_t { <4> version;
<8> trafficclass;
<20> flowlabel;
<16> payloadlength;
<8> nextheader;
<8> hoplimit;
<128> srcAddr;
<128> dstAddr; }

udp_t { <16> srcPort;
<16> dstPort;
<16> length;
<16> checksum; }

metadata {

headers { eth_t eth;
ip6_t ipv6;
udp_t udp; }

ParserImpl ( packet, headers hdr, metadata meta, standard_metadata_t
standard_metadata) {

parse_udp { packet.extract(hdr.udp);
accept; }

parse_ip6 { packet.extract(hdr.ipv6);
(hdr.ipv6.nextheader) { 0x11: parse_udp;
: accept; }}
parse_eth { packet.extract(hdr.eth);
(hdr.eth.etherType) { 0x86dd: parse_ip6;

accept; }}
start { parse_eth; }
}
Deparserlmpl ( packet, headers hdr) {
{ packet.emit(hdr.eth);
packet.emit(hdr.ipv6);
packet.emit(hdr.udp); }
}

Pipeline ( headers hdr, metadata meta, standard_metadata_t standard_metadata) {
my_drop () { mark_to_drop(standard_metadata); }
set_egress|( <9> port) { standard_metadata.egress_spec = port; }
set_default_egress () { standard_metadata.egress_spec = 1; }

filter { actions = { set_egress; my_drop; set_default_egress; }
key = { standard_metadata.ingress_port: exact; }
default_action = set_default_egress(); }

forward { actions = { set_egress; my_drop; set_default_egress; }
key = { standard_metadata.ingress_port: exact; }
default_action = set_default_egress(); }

{ (hdr.udp.isValid()) {
filter. ()
} (hdr.eth.isValid ()) {
forward. ()

}
V1Switch (Parserlmpl (), Pipeline (), Deparserlmpl()) main;
Listing 2: Simple P4 program
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For the following problems use the network topology given in Figure 5.1. Switch S is a P4 switch running the P4
program of Listing 2.

Server A 1 Server B
10.0.0.1 - 5 .. 10.0.0.2

2002::a 2002::b

Switch S

Figure 5.1: Network topology

Match field(s) | Key | Action | Action data

standard_metadata.ingress_port | 1 | set_egress | 2

Table 5.1: Rule entered into the table filter

For the following subproblems you can assume that Servers A and B know the MAC address of each other, i.e.,
you do not need to describe or consider address resolution in your answers.

The administrator of the network in Figure 5.1 wants to test the connectivity in his network using traceroute.

Therefore, he executes the command traceroute 2002::b on Server A. The traceroute tool of the administrator
uses the UDP protocol.

a)* Name at least two other protocols that can be used by the traceroute 2002::b command besides UDP.

b)* Discuss if a normal switch (not a P4-switch) shows up in the output of traceroute.

¢)* Discuss if the P4-switch running the program in Listing 2 shows up in the output of traceroute.

d)* Explain the path of the packet that is generated by the traceroute 2002: :b on Server A through the ParserImpl.
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e) Explain the path of the packet that is generated by the traceroute 2002::b on Server A through the Pipeline of
the P4 program in Listing 2, mentioning all passed decisions, tables, table entries, actions, and what happens to
the packet.

For the following subproblems you can assume that the packet that is generated by the traceroute 2002::b on
Server A successfully arrived at Server B.

f)* What kind of reply is generated by Server B?

g) Explain the path of the reply packet generated by Server B through the Pipeline of the P4 program in Listing 2,
mentioning all passed decisions, tables, table entries, actions, and what happens to the packet.

h)* What happens to the packet if the administrator executes the command traceroute 10.0.0.2 on Server A
(using the UDP protocol)?
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Additional space for solutions—clearly mark the (sub)problem your answers are related to and strike out
invalid solutions.
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