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Problem 1 aquiz (17.5 credits)

The following questions cover multiple topics and can be solved independently of each other.

a)* How does ZMap close a connection on the server even though it is stateless?

» Raw sockets are used to send SYN packets

» Received SYN/ACKSs are also seen by the kernel which sends a RST

b)* What is the major difference between a ZMap UDP and TCP scan?

» TCP: ZMap relies on the 3-way handshake. A server replies with a SYN/ACK if the port is open
independent of the application layer protocol.

« UDP: No handshake is available. The application layer protocol needs to answer — meaningful payload
is required.

c)* A server has 723 (virtual) network interface cards (NICs). You want to assign a unique ID to each NIC. What is
the minimum number of bits needed to encode the IDs?

« 29=512 <723 < 1024 = 20

d)* Name two disadvantages if network interface cards (NICs) or switches have fixed transceivers.

+ Entire NIC must be replaced in case the physical medium is changed (e.g., fiber to copper)
+ Entire NIC must be replaced if the transceiver is defect, e.g., laser/LED burns out.

+ Defective ports in switches cannot be replaced easily

e)* How does TCP BBR use windowed filters to estimate the bandwidth-delay product (BDP)?

BBR uses a min filter on the measured RTT samples.
BBR uses a max filter on the measured bandwidth samples.
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Figure 1.1: Distribution of bits set to one in the host part of a set of IPv6 addresses.

f)* Given the distribution of bits set to one in the host part of a set of IPv6 addresses shown in Figure 1.1, which
device types do you expect to be represented by the addresses and why?

+ The distribution combines a peak around 1-5 but also a normal distribution.

» The dataset combines devices with statically assigned addresses (e.g., routers) and devices with
random host parts (privacy extension)

0)* A researcher wants to classify data packets based on their time of origin and builds a machine learning (ML)

model to perform this task. Name one metric which the researcher can use to check the validity of the ML model.

How can the researcher determine when the ML model is optimal?

» One out of: Accuracy, Precision, F1-score.

+ In the optimal case, all these metric = 1.0

h)* Shortly explain the three different types of DNS resolvers and the typical place you can find them as discussed
in the lecture.

Stub resolver Is the resolver on the local machine which converts system calls to DNS queries.

Forwarder A resolver which forwards received DNS queries to an other recursive resolver. Typically, this is
the resolver on your home router (CPE)

Recursive resolver Performs the actual DNS resolution. Examples are Quad 9 (9.9.9.9) or the Google
public resolver (8.8.8.8). Are usually public reachable addresses in the Internet

—Page3/14 -




i)* What does DNS ECS stand for and what problem does it solve?

ECS stands for EDNS Client Subnet and it is an EDNSO extension

The IP address (and thus the location) of the requester is not known to the authoritative nameserver if a
public resolver is used. In order to support geo based load balancing on the authoritative name server DNS
ECS was introduced

i)* Name two of the main components in DNS ECS (except the IP address family).

» Source prefix length (Number of relevant bits in the IP address set by the sender)
» Scope prefix length (Number of bits used in the response)

» |P address

k)* Explain the basic principle of HTTP-based load balancing.

Front-end server redirects user to back-end server using HTTP status codes

[)* Explain the basic principle of anycast-based load balancing.

Assign multiple content servers the same IP address, BGP finds best content server.

m)* Assume you operate a Content Delivery Network where the number of available cache servers changes
frequently. You assign users to cache servers based on the following hash function: u mod S, where u is the user

and S is the number of servers. Argue whether this is a good approach or not.

Not a good approach since majority of users are remapped each time the number of servers changes.
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Problem 2 wireshark (17 credits)

According to the OSI model network protocols are distributed to seven different layers each containing several
protocols. In this problem, a frame is analyzed, referring to the involved protocols. You are given a hexdump of
an Ethernet frame, starting with the Ethernet header. For simplicity, we only show the first 80 B of the frame, the
omitted parts are not relevant for this problem.

Destination MAC Ethertype

0x0000 [a@ 36 9f 54 «ci 22] 90 e2 ba 1c 55 11 (86 dd| 60 @e

Next Header
0x0010 3c 97 04 d84® 20 01 od b8 00 00 f1 01 00 00

IPv6 Destination Address
0x0020 00 00 00 00 00 01 [20 Q1 od b8 00 00 f1 01 00 00

Next Header
0x0030 00 00 00 00 00 02] 09 00 01 57 9d 08 0e , el 82

Destination Port

0x0040 (01 bb| 05 08 ab b7 c5 00 00 00 @1 08 c8 a4 5d 51

0x0050

Figure 2.1: Hexdump of an Ethernet frame cut off after 80 B

For this problem you must indicate the location of the bytes in the hexdump in Figure 2.1. You can either mark the
corresponding bytes directly in the figure or list the locations of the corresponding bytes using [...]. Example: the
three bytes from position 0 to 2 can be written as [0, 2] = 0xa@369f.

a)* Mark the destination MAC address in the hexdump in Figure 2.1 and note the address in the common format |
in the solutionbox. |
1
1
Destination MAC: [0, 5]= 0xa0369f54c122
a0:36:9f:54:c1:22
b)* Identify the used layer 3 protocol. Mark the corresponding bytes in the hexdump and list the protocol name. |
|
1
Ethertype: [12, 13]= 0x86dd
IPv6
¢) Mark the bytes, which are part of the layer 3 destination address. Note the address in the shortest, common |
notation. |
1
|
IPv6 Destination Address: [38, 53]= 0x20010db80000f1010000000000000002 |

2001:db8:0:f101::2
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d) Identify the used layer 4 protocol. Mark the corresponding bytes in the hexdump and name the protocol name.

Next Header: [20]= 0x2c — Fragmentation Header
Next Header: [54]= ox11 — UDP

e) Make an educated guess for the used protocols above of TCP/UDP in the hexdump. Mark corresponding bytes
in the hexdump, list the protocol names, and give a brief reason for your answer.

UDP has destination port 443 ([64, 65]= 0x@1bb)
Probably HTTPS is used on top of QUIC, which also includes TLS.

The following problems can be answered without the results of the previous subproblems.

f)* Name and briefly explain two important goals (other than fixing head-of-line blocking) of QUIC, which target to
fix problems with TCP/TLS.

Decrease handshake delay: merge transport layer and TLS handshake
Faster development cycles: implemented in user space not in the kernel
IP mobility: using connection IDs to separate the QUIC connection from underlying addresses

0)* What is the purpose of the QUIC spin bit?

It allows passive RTT measurements

h)* QUIC claims that it fixes the head-of-line (HoL) blocking problem of TCP. For this multiple streams are multiplexed
in the same connection. In the following, three different scheduling approaches to multiplex k streams are explained:

1. Send first all data of one stream, then continue with the next stream.
2. In each QUIC packet, % of the payload are from each stream.
3. Send data from one stream in a single QUIC packet, then fill the next packet with the next stream’s data.

For each scheduling approach, assess if it fixes HoL blocking and briefly explain your answer.

1. No HoL blocking. Streams are not sent interleaved at all.
2. HolL blocking can happen with every packet.

3. No HoL blocking, only data of one stream is affected by a lost packet.
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Problem 3 As Relations and BGP (14 credits)

This problem investigates the autonomous system (AS) relationships in a given network and their impact on routing
and traffic. — represents a customer — provider relationship, while <+ represents a peering relationship. Dashed
lines are unknown policies, which need to be evaluated in Subproblem h). All ASes apply standard routing behavior.

Furthermore, the following policies are applied:

« For routes with the same prefix, the AS selects the most cost-efficient route.

+ For routes with the same prefix and with an equal traffic cost, the shorter route is selected.

o~6t :

Figure 3.1: AS Network
a)* If one removes AS38 and AS43, is the first step of the k-core algorithm finished?

* Nodes of degree k have to be removed recursively. (Recursively is not required but a simple explanation)

 During the first step, AS33 has to be removed as well.

b)* Of which degree is the core of the network?

» The core is 1. During the step with k=2 all nodes would be removed.

¢)* In routing, what does FIB and RIB stand for and what is the difference?

* FIB=Forwarding Information Base, RIB=Routing Information Base
» The RIB contains all information a router has gathered from its neighbors.

» The FIB contains a single entry for each destination.
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d)* Briefly explain the term Tier-1 provider based on the lecture and name all Tier-1 providers in the given network.

* Tier-1: Default-Free-Zone, only peerings, no providers

+ AS2 and AS9 and AS11

e)* Briefly explain the term stub network based on the lecture and name all stub networks in the given network.

» Stub ASes have exactly one BGP relationship (with their provider)
» AS38

AS18 owns the prefix 10.0.0.0/22 and announces the prefix to the network.

f)* How is traffic from AS33 routed towards the announced prefix?

» AS25 does not announce the route towards AS20. It would generate traffic on a cost free link but AS25
needs to pay for its uplink.

+ AS33 -> AS20 -> AS9 -> AS18

g)* Can AS43 reach the prefix?

* No AS33 would not announce the route towards AS43.

+ Without any additional agreement AS43 would generate traffic on a cost free link but AS33 needs to
pay for its uplink.

h)* Given that AS61 is not a provider and has to send traffic towards the prefix 10.0.0.0/22 via AS56, which type of
relationships does AS61 have with AS56 and AS54? Explain your answer.

« AS61 -> AS56: Customer -> Provider
+ AS61 -> AS54: Peering

If both links would be peering links, AS61 could not reach AS18.

If both would be customer-> provider relationships the path via AS54 would be shorter.

i)* AS54 wants to hijack the prefix from AS18 and announces 10.0.0.0/21. Which other ASes are impacted by this
announcement? Is this a successful hijack?

* No other AS is impacted

» The announced prefix is less specific and does not take precedence in the routing table of any AS
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Problem 4 pa4 (13 credits)

This problem investigates a Software-Defined Network (SDN) powered by P4. The source code of a P4 switch
program is given in Listing 1.

eth_t { <48> dstAddr;
<48> srcAddr;
<16> etherType; }
metadata {

headers { eth_t eth; }

Parserimpl ( packet, headers hdr, metadata meta, standard_metadata_t
standard_metadata) {

parse_eth { packet.extract(hdr.eth);

(hdr.eth.etherType) { : accept; }}
start { parse_eth; }
}
Deparserimpl( packet, headers hdr) {
{ packet.emit(hdr.eth); }
}

Pipeline ( headers hdr, metadata meta, standard_metadata_t standard_metadata) {
my_drop () { mark_to_drop(standard_metadata); }
set_egress( <9> port) { standard_metadata.egress_spec = port; }
set_default_egress () { standard_metadata.egress_spec = 2; }

{

set_brdcast () \» _ INSERT_P4 CODE_HERE__ =«\ }

brdcast { actions = { set_brdcast; NoAction }
key = { standard_metadata.ingress_port: exact; }
default_action = set_brdcast(); }

forward { actions = { set_egress; my_drop; set_default_egress; }
key = { standard_metadata.ingress_port: exact; }
default_action = set_default_egress(); }

{ brdcast. 0
forward. (); }

}
V1Switch (Parserlmpl (), Pipeline (), Deparserlmpl()) main;
Listing 1: Simple P4 program

Figure 4.1: Network topology

For the following problems, the network topology is given in Figure 4.1. Switch P is a P4 switch running the P4
program of Listing 1 with Ports 1-3. Switch S is a regular, non-programmable switch. Switches P and S are
connected via two links.

The network administrator of the network in Figure 4.1 wants to distribute all frames from Server A to Servers B, C,
and D. Servers B, C, and D are configured to record each frame they receive. To distribute the frames, the two
Switches P and S are used. Switch P uses the P4 program in Listing 1 that prepares frames for broadcasting,
Switch S then performs the actual broadcast.

a)* Complete the set_brdcast() action in Listing 1.

hdr.eth.dstAddr= oxff ff ff ff ff ff;
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The network administrator notices that both switches become overloaded within seconds after connecting all
devices. A closer investigation uncovers that the servers do not create enough traffic to overload the network.

b)* Explain the reason for the overload in the network.

» Broadcasts are cycled in an infinite loop between the two switches

» Handling of the broadcasts leaves little room for processing regular traffic and overloads the switches
(broadcast storm)

c) List possible solutions how this kind of Problem (cf. Subproblem b)) can be solved in general (not using an
SDN-capable hardware but regular switches and routers). Name and briefly explain one solution for Layer 1, one
solution for Layer 2, and one solution for Layer 3.

» Layer 1: remove one cable / disable a port on a switch to break up the loop
» Layer 2: use the spanning tree protocol to create a loop-free network

» Layer 3: use a hop count/ ttl to discard older packets to avoid overloading the network

d)* The administrator does not rely on the general solutions mentioned in Subproblem c), but wants the servers to
reach each other using the correct table entries for the given P4 program. Hint: The tables below may contain
more rows than the number of rules actually required to perform the described task.

Brdcast Table
Match field(s) | Key | Action | Action data
std_metadata.ingress_port \ P2 \ NoAction -

Forward Table

Match field(s) | Key | Action | Action data
std_metadata.ingress_port | P2 | set_egress | port=P.1
std_metadata.ingress_port \ P.3 \ my_drop -
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e)* Name the four P4 targets presented in the lecture. |
1

Software, NPU, FPGA, ASIC :

1

f) A researcher wants to modify the physical layer of a P4 device. Which P4 target(s) allow(s) this kind of |
modification? |
|

» Software, NPU and ASICs can only use the physical capabilities available on the device, therefore, it
cannot be modified without creating a new piece of hardware supporting the modification.

» FPGA allows modifying the networking hardware itself, i.e. also the physical layer.

+ Alternative solution: Any target supporting switchable transceivers allows physical layer modification.
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Problem 5 Network Calculus (13.5 credits)

This problem investigates performance bounds in networks using Network Calculus.

Consider the following network topology with flow and server descriptions. Flow f; traverses Servers sy, s, and s;.
Flow f, traverses Servers s; and s,. Assume each server handles flows according to strict priority scheduling with
preemption. Assume Flow f; has a low priority and Flow f, has a high priority. In the following, we want to apply the
Separate Flow Analysis to compute an end-to-end delay bound for Flow f;.

Hint: Use the following formula to calculate a left-over service curve: 5% = [8g 1 — V,J,r = BR_r b An output

arrival curve is given by a* = aypyr.T.

f2 © Yr=10,b=20 _

fi @ Vr=s5b=60

BRrR=20,T=10 BRr=20,T=10 Br=20,T=10

Figure 5.1: Network topology with flow and server specifications

a)* Perform the first step (left-over service curves) of the Separate Flow Analysis.

Left-over service curve at s;:

é}o' = [/3)31 - %‘2}4’ =0

by +Rsy Tsy = BRogo—10, T=20:20:10 = BR-10,T=22
R=Rs; — 1y, T= 2R51Sl,t:1 R=20-10,T=%"5

Left-over service curve at s;:

*
Vi, = Vriy by, +1i, - Ts; = 710,20+10-10 = 710,120

l.o. *1t
0= (B — 5] =8 breRe, Ty = B o g, TsRsy T, = PRopg_10,7o20:10:10:2010 = SR-10,T=52
2 -2 = 20—1
=Rs, —r*,T=-2 R=Rs, —r1,, T= - 0—10
R=Rs, er,T, Fog =17 2 Rsp — 11y
fa

Left-over service curve at s3:

20 = fss = BRr20,7-10

b) Perform the second step (end-to-end left-over service curve) of the Separate Flow Analysis.

End-to-end left-over service curve:

l.o. l.o. l.o. l.o. _ . —
e2e = Ps; ® /7752 ® ﬂss = ﬂR=min(Fz;1ﬂ-,Ré-zov,R;-;-),T=T;v1°-+T;-2t7v+TS/-3<’- = ﬁR:mmU0,10,20),T=22+32+10 = 5R=10,T=64

c)* Perform the third step (calculate the delay bound) of the Separate Flow Analysis. If you have no solution to b),
assume an end-to-end left-over service curve of Sg_6 7-7.

End-to-end delay bound: d = TZ, + :,’;
e2e
(Alternative: d =7 + % = 17)

=64+% =70
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d)* Calculate the end-to-end delay bound of Flow f, using the Separate Flow Analysis.

Left-over service curves:

l.o.
) =5R:20,T:10
l.o.
s = BF{=20,T:10

End-to-end left-over service curve:

l.o. l.o. l.o.
620 = D5 @ Bsy = BR=min(20,20), T=10+10 = BR=20,T=20

End-to-end delay bound:

o b 20
d=TE, + =& =20+ 5 =21

2 l.o.
ece ReZe

e) Consider the following scenario for the network in Figure 5.1:
» The rate of all servers (s, sz, and s3) is setto R = 12.

Argue what the influence on the end-to-end delay bound of Flow f; is.

The delay bound will be infinity since the rate of the end-to-end left-over service curve is less than the rate of
the flow f;.Therefore, the maximum horizontal distance is infinite.

f)* Consider a token-bucket constrained flow, traversing a single rate-latency server. The corresponding arrival- and
service curves are shown in Figure 5.2. Determine the backlog bound.

Visual determination: 60

Data [bit]

=== Service curve
m Arrival curve

60 80 100

Figure 5.2: Arrival- and service curve
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Additional space for solutions—clearly mark the (sub)problem your answers are related to and strike out
invalid solutions.
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